
A reviewer's guide

Reviewing Investigations
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For First time reviewers:

• If you are invited to review an 

investigation but have never 

logged into the Privacy Monitor 

(aka “Maize”) tool in the past, 

you will receive an automated 

account creation email from 

noreply@maizeanalytics.com

• Follow the link in email to create 

a Maize Analytics user account.



For all reviewers:
Both first time and returning reviewers will also receive an email to alert them that they have been assigned to an 

investigation within the tool.

This email will include a direct link to the investigation to which you have been assigned. This email will be titled 

either “Auditing Alert-Investigation Assigned” or “EBAS: Auditing Alert - Auditors Comments Have Been 

Updated”.



Getting to your investigation and digging into the 

accesses

Navigation



5© 2022 Imprivata, Inc. All rights reserved. 

There are two ways to navigate to the investigation you have been assigned:

Method #1: Follow the link provided in your “Auditing Alert-Investigation 

Assigned” email that you received (for returning users, this will have been 

the only email you received – for first time users, this will be the second 

email you receive after your account creation email).

Method #2: Log-in to the tool and click on the crosshair icon on the left-

hand side to head to the investigation page. On the investigation page 

you will see a list of any currently active investigations that you have 

been invited to review. Click an Investigation Number to open an 

investigation.



6© 2022 Imprivata, Inc. All rights reserved. 



7© 2022 Imprivata, Inc. All rights reserved. 



8© 2022 Imprivata, Inc. All rights reserved. 

Included in the middle of your screen will be the accesses that the auditor has 

asked you to review. You will see information such as the user ID, patient ID, 

access action, and date/time stamp. If this does not provide you with enough 

information to make a decision, you may need to click the “i” icon (located to the far 

left of each access) to navigate to the “Access Details” page.
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Access Details page
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The Access Log gives you a log of the accesses between the given user/patient pair 

that you are investigating. This is the same information that was presented to you 

when you first opened the investigation.
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The EMR Encounter Info is a log of clinical encounters that the patient in the given investigation had within the time 

frame that is being investigated. This encounter information is meant to provide you with context for the access that you 

are reviewing. The “Audit Log” encounter type is a placeholder for the access which you are investigating. Having this 

placeholder here allows you to visualize when the user was in the patient’s record in the context of the patient’s 

documented clinical activity.
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The User Behavior Summary gives you text based descriptions of the access 

that you are investigating in the hopes of providing you with further insight / 

context for the access.
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After reviewing the accesses, leave a comment for the investigation owner (member of compliance team who 

invited you to be a reviewer) letting them know your thoughts. The auditors will use your feedback to 

determine next steps, these next steps for the auditors could range from closing the investigation as 

ultimately appropriate to coordinating with HR on taking corrective action against the investigated employee 

so it is important to be as detailed as possible.
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At the bottom of the investigation page, you will see an area for files. This is an optional 

section that can be used in two ways:

1.) As a reviewer, you can upload any files that you think may aid the auditor in making a 

final decision.

2.) Under “Files Attached to this Investigation” you can view any files that the auditor may 

have attached to this investigation to aid you in your review.



If you are in need of support, feel free to submit a ticket by navigating to the drop 

down menu with your name in the upper right hand corner and clicking “Create 

Ticket”.
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If you have any questions about this presentation, 

email maize_prof_svc@securelink.com




